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Tema 1. CrpyKTypa, XapaKTepHCTHKH H OCOOEHOCTHM Ha BIPAAEHUTE CHCTEMH.
OCHOBHH KOMIIOHEHTH U IIPUAOKEHUE.

Tema 2. BugoBe MUKPOIIPOIIECOPH 3a BrpaeHH CUCTEMHU. YHUBEPCAAHH,
CHEIMaAU3upaHu H [AeUHHUPAHH OT IOTpebuTeAad IIpolecopy. ApPXUTEKTypa H
OCOOEHOCTH TIIPpH H3II'bAHEHHE Ha WHCTPYKLHUHTE. I[IpOM3BOOAUTEAHOCT U BHIOBE
IIapar€Anu3bM.

Tema 3. BpBexxaHe Ha aHAAOTOBU BEAWMYHHH IIPU BrpazieHuTe cucteMu. [IpuHIUN Ha
JeficTBHE Ha KOoMIapaTop U aHaAoroBo-IIU(POB IpeobpasyBarea. Bumose ALIL.
'pemky mpu aHAAOTOBO — ITUGPOBO IIpeobpasyBaHe.

Tema 4. V3BexaaHe Ha DU POBa-aHAAOTOBA MH(OPMAIIUS ITPH BrpafieHUTe CHUCTEMHU.
[TpuHIIMIT Ha AeHCTBHE Ha IIU(PPOBO-aHAAOTOB mpeobpasyBatea. Bugoe LIAIL. 'pemku
Ipu IUPPOBO-aHAAOTOBO IIpeoOpa3yBaHe.

Tema 5. Cucremu 3a mHaycTpuasHo yrpaBaeHue - SCADA cucremu, Pasnpeneaenu
cucremu 3a yaupasaenue DCS, PLC cucremu. U3ncKBaHUS IIPU IPOEKTUPAHETO UM.
Tema 6. ApxuTeKTypa Ha CUTyYpHOCTTa HOpu HWHAOyCTpHAaAHUTE CHUCTEMHU 4Ype3
CEeTMEHTHpPAHE U pasfeAdHe Ha MpeXH, 3alluTa Ha rpaHunure, Firewalls sammtHH
CT€HU, AOTHYECKO pa3leAsdHe Ha MpexKaTa, CerperupaHe Ha MpexKaTa 4Ype3 [ABOEH
MpexxoBu uHTepdetic (NIC), 3amuTHU CTeHH MeXKAy KoprnopaTHBHATa U MHAYCTPHUaAHA
MpeKa, 3aluTa B IbA00YNHA Ha UHAYCTPHUAAHUTE MPEKH.

Tema 7. V3TOo4yHMIIM Ha 3allAaxy, ya3BHMH MecTa W HHIUIAEHTH B HHAYCTPHAAHUTE
cucreMu. IlpemorBpardBaHe Ha  ararkute  "Man-in-the-Middle  Attacks B
UHAYCTPHUAAHUTE MpexkHu. [IpaBuaa U TIIpolLleAypH 3a KOHTPOA Ha [JOCThIa B
UHAYCTPHUAAHUTE CHUCTeMHU. AHTUBUPYCHUTE UHCTPYMEHTHU.

Tema 8. ABTOMaTH3HpaHa CHCTEMA 3a U3MEpPBaHE U KOHTPOA - (PYHKIIMH Ha €AEMEHTHU
Ha ACHUK, crpykTrypHa cxeMa Ha ACHK, TumnoBa cxema 3a aBTOMaTU3UPAHO U3MEpPBaHe
U IIOACHCTEMH Ha CHCTEMa 3a aBTOMAaTHY€H KOHTPOA

Tema 9. OCHOBHU IIPHUHIINMIIM Ha yIpaBA€HHE B aBTOMATHU3UPAHUTE H3MepBaTEAHU
cucremu. Tomoaorus Ha ACHK 3a npemaBaHe Ha [OaHHUTE. ApPXUTEKTypa Ha
KOMITIOTBPHO Oazupanute ACHK c 1eHTpaau3upaHO yIIpaBA€HHE Ha KOMITIOTHPA,
pasnpeneseHH CHCTEMH 3a yIpaBACHHE MW HepapxXW4YHH CHCTEMH 3a KOMIIIOTBHPHO
yIIpaBACHHUE.

Tema 10. ABTOMaTHU3UPAHU CUCTEMH 3a CHOMpaHe Ha JaHHHU. TeXHOAOTHS 3a ChOupaHe
Ha eKCIIEPUMEHTAaAHH W UHAYCTPHUAAHU AaHHU. M300p Ha maatdopma 3a u3rpakiaaHe
Ha MoOMAHa cucTeMa 3a cpbupaHe Ha naHHH. CHCTeMEH IIOAXOM 3a IIPOEeKTHpaHe Ha
Mmobuanu CCJ. CpoOpazkeHHS M HOPENOpPBKH 3a H300p Ha MOAYAHM Ha CHCTeMa 3a
cebupaHe Ha JaHHU.

Tema 11. [IpusoxkeHue Ha OezxkuuHH wuHTepdericu: IrDA, Bluetooth, IEEE 802.11 u
np. OcHOBHU napaMeTpu u popMaTH Ha maHHUTe. [IpeguMcTBa M HEJOCTATHIIM Ha
IIPOTOKOAUTE.

Tema 12. OCHOBHHU XapaKTEpPUCTHUKHU , [IPHAOXKEHHE U OTpPaHWYEHHd Ha CEPUHHHU
nHTepdeticn:USB,CAN,12C. [IpeauMcTBa U HEIOCTATBIIH .

Tema 13. Unnycrpuasso IIPUAOKEHUE, OCHOBHHU XapakKTePUCTUKH u
TEAEKOMYHHKAIIOHHN BB3MOXKHOCTH Ha Impotokoa IEEE 802.15.4.Tomoaoruu.
[IpequMcTBa U HEAOCTATBIM Ha IIPOTOKOAA.
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Tema 14. CeH30pHM U CEH30PHHU MpPEeXKU 3a H3MEpBaHe Ha TeMIieparypa. 1-
Wirenpotokoa. XapakTepucTuka. KoMIIoHeHTH, MeTO/1 Ha JOCTHII U KOH(UTypHpaHe Ha
MpexKarTa.

Tema 15. Tomoaornu M MOAEAM Ha HWHAYCTPUAAHUTE KOMYHHKAIIMOHHUTE MPEKU.
BumoBe u3WYEeCKH TONOAOTHH. YCTpoHcTBa 3a (PU3HYECKO U AOTHYECKO
CTPYKTypHUpaHe Ha Mpexara. MpexoBu moaeau. OOMeH Ha mH@popmanus. MeToau 3a
JOCTBII N0 cpenaTta. HuBa Ha oTKpUTa KOMYHUKAIIHS.

Tema 16. Cneuudurkanusa 3a noseBu Mpexku PROFIBUS. OnucanHue Ha IIPOTOKOAA.
dyuknmonnpane Ha PROFIBUS-DP Distributed Peripherals). BUS Timing.
(Crienudpukainga Profibus-FM3 (Fieldbus Messages Specification), PROFIBUS PA.
Kanaau Ha Bpb3Ka U Tomoaorus Ha mpeskaTta. Moayan Ha mpexkara. PROFINET. Kanaa
3a Bp'b3Ka U TOIOAOTHS Ha Mpexkara. MpexKoBH KOMIIOHEHTH.
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Temure ca npuetu Ha KareapeH cbBeT Ha Kareapa “EAeKTpOTEeXHHKA, EACKTPOHHKA
u aBToMaTuka” ¢ mpotokoa Ne 50/30.01.2019 roauHa u yTBBpAEHU Ha PaKyATETEH
cbBeT Ha TexHu4uecKU pakyATeT ¢ IIpoTokoa Ne 46/13.02.2019 roguHa.
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